
 

COVID-19 CYBER PROTECT MESSAGES 
 

This advice has been collated by EMSOU and is intended for wider distribution within 
the East Midlands Region to raise awareness among businesses and the public.  
 
Advice and information is changing daily as we navigate our way through the COVID-
19 pandemic, so please ensure you only take information from reputable sources.  
 
If you require any further information, assistance or guidance please contact the 
EMSOU Protect Team E: Emsou2@leicestershire.pnn.police.uk or your local Force 
protect team. 
 
Monday 30 March 2020 
 

Urgent message from Action Fraud 
 
“As a result of the ongoing COVID-19 situation, unfortunately our contact centre is currently 
providing a reduced service. If you do need to chat to us, we have a small number of advisors 
on hand to help but please be advised that waiting times will be longer. We apologise for any 
inconvenience caused. If your UK business, charity or organisation is currently under cyber-
attack and data is potentially at risk please call 0300 123 2040 immediately and press 9. You 
can continue to make reports of fraud in the normal way via the website.” – Action Fraud  
 

Home and mobile working 
 
Mobile working and remote system access offers great benefits to businesses that are coping 
with the current situation, but this often new and widely adopted method of working exposes 
new risks that need to be managed.  
 
To counter this increased risk of exposing data and systems, organisations need to assess 
the risks associated with mobile working and remote access to create a mobile working 
policy. 
 
A mobile working policy should cover: 

Authorising users to work remotely – Create a policy for authenticating users before 

granting access to systems and resources (including data). Three important parts to consider: 

User to device: User is only granted access to the device after authenticating to it. 

User to service: User can only access services after authenticating to the service, via 

the device. 

Device to service: Only devices which can authenticate are granted access. 

 
Device security – Develop and apply a secure baseline build and configuration for all types 
of mobile device and retain this for easy restore/configuration. 

 
Information stored on devices – Minimise the amount of data stored to only that needed to 
fulfil the activity. If the device supports it, encrypt the data at rest. 
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Minimum security controls –Increased level of monitoring on all remote connections. 

 
Protect data in transit - If working remotely the connection will probably use the Internet. All 
information exchanged should be appropriately encrypted. 

 
Review the incident management plans - Incident management plans should be sufficiently 
flexible to deal with the range of security incidents that could occur, including the loss or 
compromise of a device.  

 
It’s still possible that incidents will occur even when users follow security procedures.  
 
Ideally, technical processes should be in place to remotely disable a device that has been lost 
or at least deny it access to the corporate network.  
 
Organisations that do not establish sound mobile working and remote access practices will be 
the most vulnerable. 
 

Top tips for Home and Mobile working for your own devices. 
 

 Password protect your phone, laptop, home computer with 3 random words 

 Encrypt your device where possible 

 Set up geo-location to retrieve the device or remotely wipe it. 

 Avoid downloading sensitive data directly onto the device where possible.  

 Consider using a VPN or encourage your place of work to set one up  

 Think carefully about who you lend your phone to and whether it is left unattended 

 Anti-virus on your computer – you may also be able to put this on your phone. 

 
Latest NCSC Advice 

 
There is evidence of cyber criminals using a range of online techniques to trick people into 
handing over money or reveal sensitive information.  
 
Example scams include; the targeting of people looking to buy medical supplies, those looking 
for health advice and encouraging people to donate money to fake charities. The government 
has issued advice to help prevent these scams: 
 
 Stop: Taking a moment to stop and think before parting with your money or information 

could keep you safe. 

 Challenge: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals 

will try to rush or panic you. 

 Protect: Contact your bank immediately if you think you’ve fallen for a scam and report it 

to Action Fraud. 

Reporting 

Reporting to Action Fraud can be done online or by calling 0300 123 2040. 

To report offers of financial assistance from HMRC, contact phishing@hmrc.gov.uk. 

https://www.actionfraud.police.uk/a-z-of-fraud/computer-software-service-frauds
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